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Introduction

On February 6, 2019, the Bundeskartellamt (“BKA”) decided that certain companies
belonging to the Facebook group (“Facebook”) had abused their dominant position.? The
abuse consisted in making the use of Facebook’s social network (“Facebook.com”) by private
users residing in Germany conditional upon their consent to Facebook obtaining private users’
data generated on the other Facebook’s services WhatsApp, Oculus, Masquerade, and
Instagram, and on third-party websites and mobile apps that use Facebook’s programming
interfaces (“Facebook Business Tools”) for the purpose of combining them with data
generated on Facebook.com and using them for advertising and profiling.3

Facebook was found to be dominant on the German social network market for private users.*
The abusive conduct consisted in a breach of the European General Data Protection
Regulation (“GDPR”) in that Facebook did not have a legal basis for processing the data in
question.® The BKA further determined that, while it was not necessary that the conduct was
possible only because of market power, it was a “manifestation” of market power.’” This
appears to be the crux of the theory of harm in the case and will be discussed later in this
article. No fine was imposed but Facebook was ordered to bring the abusive conduct to an
end.?

The BKA’s decision was highly anticipated as the first major abuse of dominance case
addressing the interface between data protection and competition law. As it is adopted
purely under German law, this article will focus on the wider EU law and competition policy
implications of the approach adopted by the BKA.? In doing so, it will tackle the fundamental
question as to whether privacy standards are relevant to the competitive assessment of
unilateral conduct under Article 102 TFEU, discussing, first, exploitative theories of harm,
and, then, exclusionary theories of harm. Finally, conclusions will be drawn.

Exploitative Theories of Harm

The BKA states that “Using and actually implementing Facebook’s data policy, which allows
Facebook to collect user and device-related data from sources outside of Facebook and to
merge it with data collected on Facebook, constitutes an abuse of a dominant position on
the [German] social network market in the form of exploitative business terms.”'% The very
title of the Case Summary published by the BKA is “Facebook, Exploitative business terms
pursuant to Section 19(1) GWB for inadequate data processing.” It seems, therefore, that
the abuse in question has been categorized as exploitative. The exploitation would consist
in applying terms and conditions that are a “manifestation of market power or superior
power” or are inappropriate given the constitutional rights involved, which include the
“fundamental right to informational self-determination.”"!

It is often said that Article 102 TFEU explicitly prohibits exploitative abuses and that,
therefore, this is the law in the European Union.'? This is, of course, not the case. The text
of Article 102 allows for an interpretation of the prohibition of abuse of dominance that
includes exploitative abuses but does not so require. The case law has interpreted the
prohibition of “unfair” prices or trading conditions as including exploitative abuses' but,
equally, the case law considers predatory pricing as a form of “unfair” prices.' A price or a
trading term may be “unfair” because of its effect on competitors rather than unfair because
of its effect on customers. In any event, the case law is now clear that so-called excessive
prices or excessively onerous trading conditions can be an abuse of dominance purely because



of their effect on customers.' The category of exploitative abuses has thus been created in
EU law.

An exploitative abuse can consist not only in the charging of excessive high prices'® but also
in the application of abusive terms and conditions.'” The case law on exploitative trading
conditions is scarce and fairly old. In BRT v. SABAM, the Court of Justice was asked to rule
on whether the Belgian collecting society SABAM was abusing its dominant position by
requiring authors to assign to it all categories of copyright in respect of current and future
works and to give to it the power to exercise the assigned rights for five years after the
withdrawal of a member.'® The Court said that, in assessing the “fairness” of the clause, all
relevant interests had to be taken into account “for the purpose of ensuring a balance
between the requirement of maximum freedom for authors, composers, and publishers to
dispose of their works and that of the effective management of their rights” by the collecting
society.!’ The test resembled closely a proportionality assessment whereby the Court
considered, first, the objective of the clause,?’ and then whether there were any less
restrictive alternatives to achieving the objective pursued.?’

In Tetra Pak Il, the Commission considered a number of clauses in the sale and leasing of
Tetra Pak’s machines and cartons abusive.?? The overall purpose of the clauses in question
was exclusionary?® and, therefore, the infringement cannot be analyzed as a purely
exploitative abuse. However, the case is an interesting illustration of the types of clause that
have been found to be exploitative in application of the proportionality test. Such clauses
included, for instance, clauses in sale contracts prohibiting any additions or modifications to
Tetra Pak’s machines and prohibiting the customer from even moving the machines, which
were held to be “additional obligations which have no connection with the purpose of the
contract and which deprive the purchaser of certain aspects of his property rights.”?4 In DSD,
the dominant undertaking made available facilities for the collection of sales packaging and
managed the recovery process. It held a trademark, der Griine Punkt (literally, the green
dot), which, when affixed on packaging, signaled to consumers that they could dispose of
the waste through DSD’s systems. Distributors using the DSD’s system were required to pay
a fee, which depended on the packaging on which the distributor affixed the trademark. The
distributor was under an obligation to affix the trademark to all registered packaging for
domestic consumption. Therefore, the fee was payable also in respect of packaging that was
collected either by the customer directly under a self-management solution or by a
competitor of DSD.2> The Commission held that DSD was imposing unfair trading terms on its
customers because it failed to comply with the principle of proportionality,?® which was
interpreted as requiring the balancing of all the relevant interests.?” The Commission held
that DSD did not have “any reasonable interest in linking the fee payable by its contractual
partners not to the... service actually used but to the extent to which the mark is used.”?8

This case law and Commission practice are capable, in theory, of supporting a finding of
abuse by a dominant social network if its privacy policy is “unfair” under Article 102(a)
because it is disproportionate or has no connection with the purpose of the contract with the
end user. Superficially, there is a parallel between cases like BRT v. SABAM, Tetra Pak I,
and DSD, on the one hand, and Facebook, on the other. In Facebook, the BKA has also
concluded that Facebook’s privacy policy was “neither required for offering the social
network as such nor for monetizing the network through personalized advertising, as a
personalized network could also be based to a large extent on the user data processed in the
context of operating the social network.”? It also applied a broad proportionality test,
balancing all relevant interests, including constitutional rights.3° The question is, however,



not one of superficial similarity of the tests, as clearly “unfairness” or “proportionality” are
principles applied across very many legal fields, for purposes as different as assessing self-
defense at a murder trial or implying a price into a contract for the sale of soya beans. The
issue is not, therefore, one of the forms of the tests but whether the harm addressed under
whatever test for exploitative abuses is applied is a harm that competition law aims at
protecting. Article 102 cannot be used to pursue objectives other than the protection of
competition. If an EU institution were to use Article 102 to pursue extraneous objectives,
this would be a misuse of power under Article 263 TFEU.

This is true of exclusionary abuses as it is true of exploitative abuses. An exploitative abuse
does not, technically, involve a restriction of the process of competition but is still the result
of the exercise of market power unconstrained by effective competition. While there is no
restriction of competition as such, the harm addressed is still competitive harm in the form
of prices significantly and persistently above the competitive level or, more rarely, trading
conditions significantly and persistently more onerous than those that would prevail under
conditions of effective competition.3' Whereas as regards exclusionary conduct it may be
argued that the behavior of the dominant undertaking can be behavior that a non-dominant
undertaking can also engage in, the same cannot be said as regards exploitative abuses.

For example, pricing below cost to harm a rival is conduct that may be carried out by a non-
dominant firm. This does not mean that predation cannot be an abuse of dominance when
carried out by a dominant undertaking. On the other hand, an exploitative abuse can, by
definition, only be carried out by a dominant undertaking because the exploitation that
Article 102, as interpreted by the case law, prohibits is not any exploitation of customers by
a business but only the exploitation consisting in a particularly severe form of exercise of
market power. Therefore, exploitative conduct caught by Article 102 is only exploitation
caused, or made possible, by the fact that the undertaking engaging in such conduct is
dominant.3? A non-dominant undertaking must be, therefore, unable to carry out that very
same conduct - or at least unable to carry it out profitably. If a price for a given product can
be profitably charged by a non-dominant undertaking, that price cannot be exploitative
within the meaning of Article 102. By the same token, a mere breach of the GDPR, however
serious and however extensive, that can be profitably committed by any firm, can never be
an exploitative abuse.

This does not mean that a breach of the GDPR or, more broadly, substandard levels of data
protection, can never be an exploitative abuse. For example, in the Facebook case, it can
be argued that, when the basis for the processing of data is the data subject’s consent, a
dominant undertaking is capable of extracting consent of such a scope that a non-dominant
undertaking would not be able to obtain. This is, of course, a matter of evidence in each
individual case. However, it is significant that Article 7(4) of the GDPR provides that, “when
assessing whether consent is freely given, utmost account shall be taken of whether, inter
alia, the performance of a contract, including the provision of a service, is conditional on
consent to the processing of personal data that is not necessary for the performance of that
contract.” This suggests that the fact that the performance of a contract is conditional on
unnecessary consent is considered problematic regardless of the dominant position of the
data controller. Whether or not the data controller is dominant, making the performance of
a contract conditional on unnecessary consent is an indication that consent is not freely
given.



It is also a type of harm that the GDPR considers as constituting a defect in the giving of
consent that invalidates the legal basis for the processing of data under Article 6(1)(a) of the
GDPR. This strongly suggests that this is not, in itself, competitive harm. For this type of
defect in the giving of consent to be turned into competitive harm it would have to be
established that: (a) only a dominant firm would be capable of extracting the consent in
question and no other firm could profitably do so; and (b) the consent extracted by the
dominant firm is significantly and persistently more onerous than that which would prevail
under conditions of effective competition. The Case Summary published by the BKA does not
allow for a full analysis of the decision, but the reasons set out therein do not appear to
support the conclusion that Facebook’s conduct: (a) was only made possible by dominance
and (b) consisted in the application of a privacy policy significantly and persistently more
onerous than that which would have prevailed under competitive conditions. The only reason
the BKA offers to support an exploitative theory of harm from a causation perspective refers
to a doctrine of “normative causality” in that “data protection law considers corporate
circumstances like market dominance, the concrete purpose and the amount of data
processed in its justifications, i.e. Facebook’s market position is significant when assessing
the violation.”33 It is not easy to understand the precise meaning of this reasoning but it
appears that it falls short of the test highlighted above.

In conclusion, an exploitative abuse theory such as that apparently applied in the Facebook
case would not have a solid basis under EU competition law. While, at first sight, it might
appear that the case law and the Commission have applied a broad proportionality test to
the assessment of trading conditions under Article 102, what is always necessary under EU
law is that the harm caused by such trading conditions is competitive harm in the form of a
particularly severe form of exercise of market power. In light of the published material, it
does not appear that the BKA has met this test.

Exclusionary Theory of Harm

In the section titled “Manifestation of market power” of the Case Summary, the BKA points
out that:

Facebook’s conduct ... impedes competitors because Facebook gains access to
a large number of further sources by its inappropriate processing of data and
their combination with Facebook accounts. It has thus gained a competitive
edge over its competitors in an unlawful way and increased market entry
barriers, which in turn secures Facebook’s market power towards end
customers. 34

It is not clear whether this exclusionary theory of harm does translate, in the decision, in a
finding of exclusionary abuse. In light of the published Case Summary, FAQ, and Press
Release, probably not. If it did, however, this would be a solid basis for intervention under
EU competition law.

First, at the most general level, Facebook’s conduct would fall within the definition of
exclusionary abuse in Post Danmark | as:

conduct of a dominant undertaking that, through recourse to methods different
from those governing normal competition on the basis of the performance of
commercial operators, has the effect, to the detriment of consumers, of



hindering the maintenance of the degree of competition existing in the market
or the growth of that competition.?3>

Obtaining data in breach of the GDPR cannot be described as normal competition or
competition on the merits. And if the effect of such unlawful conduct is to foreclose actual
and potential competitors from the relevant social network or online advertising markets to
the detriment of consumers, then the conduct under review can, in principle, be abusive.

Second, unlawful conduct that strengthens or protects a dominant position is, again in
principle, likely to cause consumer harm. Consumer harm is not only direct harm to
consumers but also harm that results from a restriction of an effective competitive process. 3¢
The foreclosure of competitors on the relevant social network or online advertising markets,
thereby protecting or strengthening Facebook’s market power on either or both markets, is
likely to cause consumer harm. Such consumer harm is distinct from the harm caused by a
possible breach of the GDPR. The harm caused by a breach of the GDPR is the processing of
data without the required legal basis and, in particular, without a freely given consent. The
harm caused by foreclosure, on the other hand, would consist in the higher prices, lower
quality, and reduced innovation resulting from Facebook’s dominance. An element of such
competitive harm may well be substandard levels of privacy protection. But then this harm
would still be different for a mere breach of the GDPR because it would have been caused
by foreclosure rather than simply by Facebook’s breach of the GDPR. A parallel with the
analysis of prices may be instructive. Unless they are a means to exclusion, like in a
constructive refusal to supply scenario, high prices under Article 102 could be one of three
things: (a) purely manifestation of dominance, which is not prohibited; (b) in exceptional
circumstances, an exploitative abuse if they are significantly and persistently above the
competitive level; (c) consumer harm resulting from an exclusionary abuse. Under an
exploitative theory of harm, substandard levels of privacy protection would fall under (b).
Under an exclusionary theory of harm, they would fall under (c).

Third, conduct that is unlawful under other legal rules may well constitute abusive
exclusionary conduct. In AstraZeneca, the dominant undertaking had made misleading
representations to patent offices in Belgium, Denmark, Germany, the Netherlands, the
United Kingdom, and Norway, and before national courts in Germany and Norway.3” These
representations led, in certain circumstances, to the granting of exclusive rights to which
the dominant undertaking was not entitled (at all or for the period for which they were
granted).3® It was clear that, by its conduct, the dominant undertaking had obtained the
grant of exclusive rights to which it was not entitled and which could be annulled.?® This
means that conduct that brings about an unlawful consequence® for which there is an
alternative remedy under EU (or national law), can still be an abuse of dominance. A fortiori
this applies to conduct that misleads or forces data subjects into providing too much data to
a dominant undertaking. Such conduct not only brings about an unlawful consequence
(personal data is acquired in breach of the GDPR) but the conduct itself (not obtaining valid
consent as a legal basis for the processing of the data) is unlawful. Indeed, it is surprising
that it is sometimes disputed that conduct unlawful under other rules can also amount to an
abuse of dominance. Of course, conduct unlawful under other rules cannot automatically, as
a general principle, be also an abuse of dominance. All the ingredients of the abuse must be
present, including not only dominance but also the anti-competitive effect (for example,
foreclosure of as efficient competitors). But it seems obvious that if the behavior of the
dominant undertaking also breaches other rules, such as the GDPR, this is a strong indication,
or perhaps even conclusive evidence, that such behavior is not competition on the merits.



Fourth, it is conceivable - although this is a matter of proof in each individual case - that
unlawfully obtaining data that actual or potential competitors are unable to obtain, by
reason of their smaller scale, their more limited or no “vertical” or “lateral” integration,
and, last but not least, their compliance with the law, could make entry more difficult or
impossible. This does not depend on whether data are an “essential facility” - a concept that
is quite difficult to apply to data, save perhaps in very exceptional circumstances. It is
sufficient, in light of the general foreclosure test, that the “data asymmetry” that the
unlawful conduct creates hinders “the maintenance of the degree of competition existing in
the market or the growth of that competition,” that is, that the “data asymmetry” has a
likely foreclosure effect.

Fifth, this exclusionary theory of harm has the advantage that it does not encroach upon the
powers of data protection regulators and does not “merge” competition law into data
protection law, thus keeping the two legal tools, and enforcement mechanisms, distinct and
complementary, as they should be as a matter of policy and as they have been envisaged by
the EU Legislature. While the conduct reviewed under Article 102 and under the GDPR would
still be partially the same, the overlap is limited to an element of the anti-competitive
behavior, that is, the failure to obtain a valid consent from end users. However, Article 102
TFEU would require, in addition, not only proof of dominance but also proof of foreclosure
detrimental to consumers. And the consumer harm addressed would be - as explained earlier
- clearly distinct from the harm that the GDPR aims at addressing.

Conclusion

The Facebook decision of the BKA could have brought some clarity to the role that privacy
standards play in competition analysis. Instead, at least on the basis of the limited material
published so far, it does precisely the opposite. It blurs the boundaries between competition
enforcement, data protection and consumer law, depriving competition policy of its distinct
identity. Some commentators will say that data protection and privacy standards should be
a competition concern and that competition policy should evolve to be able to deal with the
challenges posed by the digital economy. Put in this way, the argument is convincing.

This article shows that privacy standards can indeed be relevant to the competitive
assessment of unilateral conduct, both under an exploitative theory of harm (in those
jurisdictions that adopt this approach) and under an exclusionary theory of harm. However,
the “harm” that competition law can address is only harm to “competition.” A mere breach
of the GDPR by a dominant undertaking is not harm to competition even if the firm in
question has a stronger bargaining power vis-a-vis the end users than other firms that could
commit similar breaches.

The remedies for breaches of the GDPR are at hand and equivalent to competition remedies.
A supervisory authority established under the GDPR has the power, inter alia, to order firms
to bring their operations into compliance with the GDPR#' and to impose fines of up to 4
percent of the total worldwide annual turnover of the preceding financial year.# If dominant
undertakings, as well as breaching the GDPR, also manipulate privacy standards in a way that
is either a particularly severe form of exercise of market power amounting to an exploitative
abuse or exclusionary of actual or potential competitors so as to constitute an exclusionary
abuse, then, subject to the principle of ne bis in idem,*? they would also breach competition
law but not simply because they are dominant and they breached the GDPR but because, by



breaching the GDPR or manipulating privacy standards, they have brought about the district,
specific harm to competition that Article 102 prohibits.
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