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This article describes the elements of an information
security program under the Federal Trade Commission
Final Rule regarding Standards for Safeguarding Cus-
tomer Information (the “FTC Rule”). While the effective
date of the FTC Rule was January 10, 2022, certain
information security program elements become effec-
tive as of December 9, 2022. This article also high-
lights differences between the FTC Rule information
security program elements with counterparts under
the New York State Department of Financial Services
Cybersecurity Requirements for Financial Services
Companies. Financial institutions to which the FTC
Rule applies should assess the extent to which their
information security programs satisfy the elements of
an information security program under the FTC Rule,
identify, and address any gaps and document the
foregoing. Others to which the FTC Rule does not ap-
ply also may choose to assess where their programs,
policies, and practices, among other things, stand in
light of evolving federal and state law requirements for
information security programs.
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INTRODUCTION

The federal and state law requirements for information
security programs continue to evolve. Examples include
the Federal Trade Commission (“FTC”) Final Rule regard-
ing Standards for Safeguarding Customer Information (the
“FTC Rule”) and the New York State Department of Financial
Services Cybersecurity Requirements for Financial Servic-
es Companies (collectively, the “NY DFS Requirements”).2
This article describes the elements of an information se-
curity program under the FTC Rule and highlights differ-
ences between these elements with counterparts under the
NY DFS Requirements. Financial institutions to which the
FTC Rule applies should assess the extent to which their
information security programs (for example, employee co-
ordinators, risk assessments, safeguards, testing, service
provider oversight and evaluation and adjustment, among
other things), satisfy the elements of an information se-
curity program under the FTC Rule, identify, and address
any gaps and document the foregoing. Others to which the
FTC Rule does not apply also may choose to assess where
their programs, policies, and practices, among other things,
stand in light of evolving federal and state law requirements
for information security programs.

APPLICATION

The FTC Rule applies to the handling of customer informa-
tion by all financial institutions over which the FTC has juris-
diction.® Financial institution means any institution the busi-

ness of which is engaging in an activity that is financial in
nature or incidental to such financial activities as described
in section 4(k) of the Bank Holding Company Act of 1956, 12
U.S.C. 1843(k).* An institution that is significantly engaged
in financial activities, or significantly engaged in activities in-
cidental to such financial activities, is a financial institution.®
Financial institutions include, without limitation, mortgage
lenders, “pay day” lenders, finance companies, mortgage
brokers, account servicers, check cashers, wire transferors,
travel agencies operated in connection with financial servic-
es, collection agencies, credit counselors and other finan-
cial advisors, tax preparation firms, non-federally insured
credit unions, investment advisors that are not required to
register with the Securities and Exchange Commission and
entities acting as finders.® Customer information means any
record containing nonpublic personal information about a
customer of a financial institution, whether in paper, elec-
tronic or other form, that is handled or maintained by or on
behalf of the financial institution or its affiliates.” Nonpublic
personal information means personally identifiable financial
information and any list, description or other grouping of
consumers (and publicly available information pertaining
to them) that is derived using any personally identifiable fi-
nancial information that is not publicly available.® Personally
identifiable financial information means any information that
a consumer provides to the financial institution to obtain a
financial product or service therefrom, about a consumer
resulting from any transaction involving a financial product
or service between the financial institution and a consumer
or that the financial institution otherwise obtains about a
consumer in connection with providing a financial product
or service to that consumer.® In addition to defining financial
institution, customer information, nonpublic personal infor-
mation, and personally identifiable financial information, the
FTC Rule also defines authorized user, consumer, customer,
encryption, financial product or service, financial service,
information security program, information system, multi-
factor authentication, penetration testing, security event
and service provider, among other things.°

The NY DFS Requirements apply to a covered entity,
meaning any person operating under or required to oper-
ate under a license, registration, charter, certificate, per-

2 86 Fed. Reg. 70,272 et seq. (Dec. 9, 2021) (codified at 16 C.F.R. pt. 314) and 23 NYCRR pt. 500.

3 16 CFR § 314.1(b).
4 16 CFR § 314.2(h)(1).
5 16 CFR § 314.2(h)(1).
6 16 CFR § 314.1(b).

7 16 CFR § 314.2(d).

8 16 CFR § 314.2()(1).
9 16 CFR § 314.2(n)(1).

10 16 CFR § 314.2.



mit, accreditation or similar authorization under the New
York Banking Law, the New York Insurance Law or the
New York Financial Services Law.'" Nonpublic informa-
tion under the NY DFS Requirements means all electronic
information that is not publicly available information and
is: (1) business related information of a covered entity the
tampering with which, or unauthorized disclosure, access
or use of which, would cause a material adverse impact
to the business, operations or security of the covered en-
tity, (2) any information concerning an individual which
because of name, number, personal mark or other identi-
fier can be used to identify such individual, in combina-
tion with any one or more of the following data elements:
(i) social security number, (ii) drivers’ license number or
non-driver identification card number, (iii) account number,
credit or debit card number, (iv) any security code, access
code or password that would permit access to an indi-
vidual’s financial account or (v) biometric records, (3) any
information or data, except age or gender, in any form or
medium created by or derived from a health care provider
or an individual and that relates to: (i) the past, present or
future physical, mental or behavioral health or condition
of any individual or a member of the individual's family, (i)
the provision of health care to any individual or (iii) pay-
ment for the provision of health care to any individual.’ In
addition to defining a covered entity and nonpublic infor-
mation, NY DFS Requirements also define cybersecurity
event, information system, multi-factor authentication, risk
assessment, risk-based authentication and third party ser-
vice provider(s), among other things.®

INFORMATION SECURITY
PROGRAM ELEMENTS

11 23 NYCRR § 500.1(c).
12 23 NYCRR § 500.1(g).
13 23 NYCRR § 500.1.
14 16 CFR § 314.4.

15 16 CFR § 314.6.

16 23 NYCRR § 500.19.

FTC Rule information security program elements include a
qualified individual, risk assessments, safeguards, testing,
training and personnel, oversight of service providers, evalu-
ation and adjustment, an incident response plan and board
reporting.’ Certain of these elements do not apply to finan-
cial institutions that maintain customer information concern-
ing fewer than 5,000 consumers (“Excepted Financial Insti-
tutions”) as described below.’™ The NY DFS Requirements
contain a number of exemptions (i.e. 23 NYCRR § 500.19).1
Although the FTC Rule became effective January 10,
2022, certain information security program elements be-
come effective as of December 9, 2022 as described be-
low."”

A. Qualified Individual

Under the FTC Rule, a qualified individual (not limited
to the Chief Information Security Officer (“CISO”), as re-
quired by the NY DFS Requirements) that is responsible
for overseeing, implementing, and enforcing the infor-
mation security program (“Qualified Individual”) must be
designated.'® The foregoing becomes effective as of De-
cember 9, 2022.°

B. Risk Assessments

The FTC Rule requires the information security program
to be based on a written risk assessment that identifies
reasonably foreseeable internal and external risks to the
security, confidentiality and integrity of customer informa-
tion that could result in the unauthorized disclosure, mis-
use, alteration, destruction or other compromise of such
information and that assesses the sufficiency of any safe-
guards in place to control these risks and must include
criteria and requirements as follows, except for Excepted
Financial Institutions.?® The criteria and requirements must
include: criteria for the evaluation and categorization of
identified security risks or threats that the financial institu-
tion faces, criteria for the assessment of the confidenti-
ality, integrity and availability of the financial institution’s
information systems and customer information, including
the adequacy of the existing controls in the context of the

17 86 Fed. Reg. 70,272 et seq. (Dec. 9, 2021) (codified at 16 C.F.R. pt. 314).

18 16 CFR § 314.4(a) and 23 NYCRR § 500.4(a).
19 16 CFR § 314.5.
20 16 CFR § 314.4(b)(1) and 16 CFR § 314.6.



identified risks or threats the financial institution faces,
and requirements describing how identified risks will be
mitigated or accepted based on the risk assessment and
how the information security program will address the
risks.?! The foregoing becomes effective as of December
9, 2022.22 Also, additional risk assessments must be per-
formed periodically.?®

The FTC Rule requires the information security
program to be based on a written risk assess-
ment that identifies reasonably foreseeable in-
ternal and external risks to the security

The NY DFS Requirements require periodic risk assessment
of the covered entity’s information systems sufficient to in-
form the design of the cybersecurity program, carried out
in accordance with written policies and procedures, which
must be documented and updated as reasonably neces-
sary to address changes to such information systems, non-
public information or business operations, allow for revision
of controls to respond to technological developments and
evolving threats and consider the particular risks of the
covered entity’s business operations related to cybersecu-
rity, nonpublic information collected or stored, information
systems utilized and the availability and effectiveness of
controls to protect nonpublic information and information
systems.?

C. Safeguards

The FTC Rule requires safeguards to control the risks iden-
tified through risk assessment to be designed and imple-
mented, which become effective as of December 9, 2022,
as follows.®

21 16 CFR § 314.4(b)(1).
22 16 CFR § 314.5.

23 16 CFR § 314.4(b)(2).

24 23 NYCRR § 500.9(a)-(b).

25 16 CFR § 314.4(c) and 16 CFR § 314.5.
26 16 CFR § 314.4(c)(1).

27 23 NYCRR § 500.7.

28 16 CFR § 314.4(c)(2).

29 16 CFR § 314.4(c)(3).

30 16 CFR § 314.2(f).

31 23 NYCRR § 500.15(a).

Access Controls. Under the FTC Rule, access controls
must be implemented and periodically reviewed access
controls, including technical and, as appropriate, physical
controls to: authenticate and permit access only to autho-
rized users to protect against the unauthorized acquisition
of customer information and limit authorized users' access
only to customer information that they need to perform their
duties and functions, or, in the case of customers, to access
their own information.? As part of a cybersecurity program
under the NY DFS Requirements, based on the risk assess-
ment, user access privileges to information systems that
provide access to nonpublic information must be limited
and periodically reviewed.?”

Identification and Management of Data, Personnel, De-
vices, Systems, and Facilities. The FTC Rule requires the
data, personnel, devices, systems, and facilities that enable
achievement of business purposes in accordance with their
relative importance to business objectives and risk strategy
to be identified and managed.?®

Encryption. Under the FTC Rule, all customer information
held or transmitted both in transit over external networks
and at rest must be protected by encryption or, to the
extent that encryption is determined to be infeasible, be
secured using effective alternative compensating controls
reviewed and approved by the Qualified Individual.?® The
FTC Rule defines encryption as the transformation of data
into a form that results in a low probability of assigning
meaning without the use of a protective process or key,
consistent with current cryptographic standards and ac-
companied by appropriate safeguards for cryptographic
key material.® As part of a cybersecurity program under
the NY DFS Requirements, based on the risk assessment,
controls, including encryption, must be implemented
to protect nonpublic information and, to the extent that
encryption of nonpublic information is determined to be
infeasible, such nonpublic information must be secured
using alternative compensating controls, which must be
reviewed and approved by the CISO.®' To the extent uti-
lized, the feasibility of encryption and effectiveness of the



compensating controls must be reviewed by the CISO at
least annually.®?

Application Security. The FTC Rule requires secure de-
velopment practices for in-house developed applications
utilized for transmitting, accessing or storing customer
information and procedures for evaluating, assessing or
testing the security of externally developed applications
utilized to transmit, access or store customer information
to be adopted.®®* The NY DFS Requirements require a cy-
bersecurity program to include written procedures, guide-
lines and standards designed to ensure the use of secure
development practices for in-house developed applica-
tions utilized and procedures for evaluating, assessing or
testing the security of externally developed applications
utilized within the context of the covered entity’s tech-
nology environment and all such procedures, guidelines
and standards must be periodically reviewed, assessed
and updated as necessary by the CISO (or a qualified
designee).®*

Multi-Factor Authentication. The FTC Rule requires multi-
factor authentication for any individual accessing any in-
formation system to be implemented, unless the Qualified
Individual has approved in writing the use of reasonably
equivalent or more secure access controls.®® The FTC
Rule defines multi-factor authentication as authentication
through verification of at least two of the following types of
authentication factors: knowledge factors (such as a pass-
word), possession factors (such as a token) or inherence
factors (such as biometric characteristics).

The NY DFS Requirements define multi-factor authentica-
tion slightly differently from the FTC Rule: authentication
through verification of at least two of the following types of
authentication factors: knowledge factors (such as a pass-
word), possession factors (such as a token or text mes-
sage on a mobile phone) or inherence factors (such as a
biometric characteristic).3” Multi-factor authentication must
be utilized for any individual accessing internal networks
from an external network, unless the CISO has approved in
writing the use of reasonably equivalent or more secure ac-

32 23 NYCRR § 500.15(b).
33 16 CFR § 314.4(c)(4).
34 23 NYCRR § 500.8.

35 16 CFR § 314.4(c)(5).
36 16 CFR § 314.2(k).

37 23 NYCRR § 500.1(f).
38 23 NYCRR § 500.12.
39 16 CFR § 314.4(c)(6).
40 23 NYCRR § 500.13.
41 16 CFR § 314.4(c)(7).

cess controls and, based on the risk assessment, effective
controls, which may include multi-factor authentication or
risk-based authentication, must be used to protect against
unauthorized access to nonpublic information or informa-
tion systems.*®

The FTC Rule requires multi-factor authentica-
tion for any individual accessing any informa-
tion system to be implemented

Data Disposal. Under the FTC Rule, procedures must be
developed, implemented and maintained for the secure
disposal of customer information in any format no later
than two years after the last date the information is used
in connection with the provision of a product or service to
the customer to which it relates, unless such information
is necessary for business operations or for other legitimate
business purposes, is otherwise required to be retained by
law or regulation or where targeted disposal is not reason-
ably feasible due to the manner in which the information
is maintained and the financial institution’s data retention
policy must be periodically reviewed to minimize the un-
necessary retention of data.®® As part of a cybersecurity
program under the NY DFS Requirements, there must be
policies and procedures for the secure disposal on a pe-
riodic basis of nonpublic information under 23 NYCRR §
500.1(g)(2)-(3).4°

Change Management. The FTC Rule requires adopting
procedures for change management.*!

Logging. Policies, procedures, and controls designed to
monitor and log the activity of authorized users and detect
unauthorized access or use of, or tampering with, customer
information by such users must be implemented under the



FTC Rule.®2 The NY DFS Requirements require such poli-
cies, procedures, and controls to be risk-based.*?

The FTC Rule requires adopting procedures
for change management

D. Testing

The FTC Rule requires regular testing or otherwise monitor-
ing the effectiveness of the safeguards' key controls, sys-
tems and procedures, including those to detect actual and
attempted attacks on, or intrusions into, information sys-
tems and, for information systems, monitoring and testing
must include continuous monitoring or periodic penetra-
tion testing and vulnerability assessments.** The FTC Rule
defines penetration testing as a test methodology in which
assessors attempt to circumvent or defeat the security fea-
tures of an information system by attempting penetration of
databases or controls from outside or inside the financial
institution’s information systems (the NY DFS Requirements
use the same definition regarding a covered entity).*

Absent effective continuous monitoring or other systems to
detect, on an ongoing basis, changes in information sys-
tems that may create vulnerabilities, the following must be
conducted: annual penetration testing of the information
systems determined each given year based on relevant
identified risks in accordance with the risk assessment
and vulnerability assessments, including any systemic
scans or reviews of information systems reasonably de-
signed to identify publicly known security vulnerabilities
in the information systems based on the risk assessment,
at least every six months and whenever there are mate-
rial changes to operations or business arrangements and
whenever there are circumstances known or for which

42 16 CFR § 314.4(c)@8).

43 23 NYCRR § 500.14(a).

44 16 CFR § 314.4(d)(1).

45 16 CFR § 314.2(m) and 23 NYCRR § 500.1(h).
46 16 CFR § 314.4(d)(2) and 16 CFR § 314.6.
47 16 CFR § 314.5.

48 23 NYCRR § 500.5.

49 23 NYCRR § 500.5.

50 16 CFR § 314.4(e).

51 16 CFR § 314.5.

52 23 NYCRR § 500.14 and § 500.10.

there is a reason to know may have a material impact on
the information security program, except for Excepted Fi-
nancial Institutions.* The foregoing becomes effective as
of December 9, 2022.4

The NY DFS Requirements require the cybersecurity pro-
gram for a covered entity to include monitoring and test-
ing, developed in accordance with the risk assessment,
designed to assess the effectiveness of the cybersecurity
program, including continuous monitoring or periodic pen-
etration testing and vulnerability assessments.*® Absent ef-
fective continuous monitoring, or other systems to detect,
on an ongoing basis, changes in information systems that
may create or indicate vulnerabilities, a covered entity must
conduct annual penetration testing of the covered entity’s
information systems determined each given year based on
relevant identified risks in accordance with the risk assess-
ment and bi-annual vulnerability assessments, including
any systematic scans or reviews of information systems
reasonably designed to identify publicly known cybersecu-
rity vulnerabilities in the covered entity’s information sys-
tems based on the risk assessment.*

E. Training and Personnel

The FTC Rule requires implementing policies and proce-
dures to ensure that personnel are able to enact the infor-
mation security program by: (1) providing personnel with
security awareness training that is updated as necessary
to reflect risks identified by the risk assessment; (2) utilizing
qualified information security personnel employed by the
financial institution or an affiliate or service provider suffi-
cient to manage information security risks and to perform
or oversee the information security program; (3) providing
information security personnel with security updates and
training sufficient to address relevant security risks and
(4) verifying that key information security personnel take
steps to maintain current knowledge of changing informa-
tion security threats and countermeasures.® The foregoing
becomes effective as of December 9, 2022.5' The NY DFS
Requirements are comparable to the foregoing.*



F. Oversight of Service Providers

The FTC Rule requires oversight of service providers by tak-
ing reasonable steps to select and retain service providers
capable of maintaining appropriate safeguards for the cus-
tomer information at issue and requiring service providers
by contract to implement and maintain such safeguards.*
The FTC Rule defines service provider as any person or en-
tity that receives, maintains, processes or otherwise is per-
mitted access to customer information through its provision
of services directly to a financial institution that is subject to
16 CFR Part 314.%* The FTC Rule also requires overseeing
service providers by periodically assessing service provid-
ers based on the risk they present and the continued ad-
equacy of their safeguards.® The foregoing becomes effec-
tive as of December 9, 2022.%6

The NY DFS Requirements define third party service pro-
vider as a person that is not an affiliate of the covered en-
tity, provides services to the covered entity and maintains,
processes or otherwise is permitted access to nonpublic
information through its provision of services to the covered
entity.%”

Subject to a specified exception, the NY DFS Require-
ments require implementing written policies and pro-
cedures designed to ensure the security of information
systems and nonpublic information that are accessible
to, or held by, third party service providers, which must
be based on the risk assessment, and address to the ex-
tent applicable: (1) identification and risk assessment of
third party service providers, (2) minimum cybersecurity
practices required to be met by such third party service
providers in order for them to do business with the cov-
ered entity, (3) due diligence processes used to evalu-
ate the adequacy of cybersecurity practices of such third
party service providers and (4) periodic assessment of
such third party service providers based on the risk they
present and the continued adequacy of their cybersecu-
rity practices.%®

Such policies and procedures must include relevant
guidelines for due diligence and/or contractual protections
relating to third party service providers including to the ex-

53 16 CFR § 314.4((1)-(2).
54 16 CFR § 314.2(q).

55 16 CFR § 314.4(7)(3).

56 16 CFR § 314.5.

57 23 NYCRR § 500.1(n).

58 23 NYCRR § 500.11(a) and (c).
59 23 NYCRR § 500.11(b).

60 16 CFR § 314.4(g).

tent applicable guidelines addressing: (1) the third party
service provider’s policies and procedures for access con-
trols, including its use of multi-factor authentication as
required by 23 NYCRR § 500.12, to limit access to rel-
evant information systems and nonpublic information, (2)
the third party service provider’s policies and procedures
for use of encryption as required by 23 NYCRR § 500.15
to protect nonpublic information in transit and at rest, (3)
notice to be provided to the covered entity in the event of a
cybersecurity event directly impacting the covered entity’s
information systems or nonpublic information being held
by the third party service provider and (4) representations
and warranties addressing the third party service provid-
er’s cybersecurity policies and procedures that relate to
the security of the covered entity’s information systems or
nonpublic information.5®

The FTC Rule requires implementing policies

and procedures to ensure that personnel are
able to enact the information security program

G. Evaluation and Adjustment

Under the FTC Rule, the information security program must
be evaluated and adjusted in light of the results of the re-
quired testing and monitoring, any material changes to op-
erations or business arrangements. the results of risk as-
sessments or any other circumstances known or for which
there is reason to know may have a material impact on the
information security program.®°

H. Incident Response Plan

The FTC Rule requires establishing a written incident re-
sponse plan designed to promptly respond to, and recover
from, any security event materially affecting the confiden-
tiality, integrity or availability of customer information in
the financial institution’s control and must address: (1) the



goals of the incident response plan, (2) the internal pro-
cesses for responding to a security event, (3) the defini-
tion of clear roles, responsibilities and levels of decision-
making authority, (4) external and internal communications
and information sharing, (5) identification of requirements
for the remediation of any identified weaknesses in infor-
mation systems and associated controls, (6) documenta-
tion and reporting regarding security events and related
incident response activities and (7) the evaluation and re-
vision as necessary of the incident response plan follow-
ing a security event, except for Excepted Financial Institu-
tions.®" The foregoing becomes effective as of December
9, 2022.%2

As part of a cybersecurity program under the NY DFS Re-
quirements, a written incident response plan (containing
content comparable to the foregoing under the FTC Rule)
must be established, designed to promptly respond to, and
recover from, any cybersecurity event materially affecting
the confidentiality, integrity or availability of the informa-
tion systems or the continuing functionality of any aspect of
business or operations.®®

The FTC Rule requires the Qualified Individual
to report in writing, regularly and at least an-
nually, to the board of directors or equivalent
governing body

l. Board Reporting

The FTC Rule requires the Qualified Individual to report
in writing, regularly and at least annually, to the board of
directors or equivalent governing body (if no such board
or body exists, such report must be timely presented to a
senior officer responsible for the information security pro-
gram) and the report must include the following informa-
tion: the overall status of the information security program
and compliance with 16 CFR Part 314 and material mat-
ters related to the information security program, address-
ing issues such as risk assessment, risk management and

61 16 CFR § 314.4(h) and 16 CFR § 314.6.
62 16 CFR § 314.5.

63 23 NYCRR § 500.16.

64 16 CFR § 314.4() and 16 CFR § 314.6.
65 16 CFR § 314.5.

66 23 NYCRR § 500.4(b).

67 23 NYCRR § 500.4(b).

control decisions, service provider arrangements, results
of testing, security events or violations and management's
responses thereto and recommendations for changes in
the information security program, except for Excepted Fi-
nancial Institutions.%

The foregoing becomes effective as of December 9, 2022.5°
Under the NY DFS Requirements, the CISO must report
in writing at least annually to the board of directors or
equivalent governing body on the cybersecurity program
and material cybersecurity risks (if no such board or body
exists, such report must be timely presented to a senior
officer responsible for the cybersecurity program).®® The
CISO must consider to the extent applicable: (1) the
confidentiality of nonpublic information and the integrity
and security of the covered entity’s information systems,
(2) the covered entity’s cybersecurity policies and pro-
cedures, (3) material cybersecurity risks to the covered
entity, (4) overall effectiveness of the cybersecurity pro-
gram and (5) material cybersecurity events involving the
covered entity during the time period addressed by the
report.®”

CONCLUSION

Considering the January 10, 2022 effective date of the FTC
Rule and certain information security program elements be-
coming effective as of December 9, 2022, financial insti-
tutions to which the FTC Rule applies should assess the
extent to which their information security programs satisfy
the elements of an information security program under the
FTC Rule, identify, and address any gaps and document
the foregoing. Others to which the FTC Rule does not apply
also may choose to assess where their programs, policies,
and practices, among other things, stand in light of evolving
federal and state law requirements for information security
programs.
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