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BEHAVIORAL ECONOMICS AND THE
REGULATION OF TECHNOLOGY
By Ravi Dutta-Powell

Behavioral economics has increasingly become a key
part of the toolkit of many policymakers and regula-
tors, with applications across a range of policy fields.
Many technology firms also use behavioral economics
concepts extensively - however, there has been rela-
tively little application in the field of technology regula-
tion. This article explains what behavioral economics
is and how it can be applied to issues in the technol-
ogy space, and highlights some of the nascent work
by regulators to tackle technology-related behavioral
issues. It closes by suggesting some potential future
avenues for regulation.
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INTRODUCTION

Since the publication of Nudge in 2009,2 behavioral econom-
ics (also referred to as behavioral insights or behavioral sci-
ence) has increasingly become a key part of the toolkit of
many policymakers and regulators. It has been applied in
policy fields as varied as health, education, taxation, justice,
and consumer behavior. This demonstrates a growing recog-
nition that human behavior is complex and varied, and that
traditional policy approaches have often failed to adequately
reflect this. However, whilst behavioral economics has seen
significant uptake among, for example, financial regulators, it
is still relatively new in the field of technology regulation. This
article will explain what behavioral economics is, how it can
apply to technology, how regulators are already using behav-
ioral economics, and then consider where the future might lie
for the use of behavioral economics in technology regulation.

WHAT IS BEHAVIORAL
ECONOMICS

Behavioral economics arose in response to the failure of
traditional economic models to accurately predict human
behavior in a range of situations. Traditional economic mod-
els assume that consumers make optimal choices all the
time, carefully considering all factors and canvassing a wide

2 Richard H. Thaler & Cass R. Sunstein, Nudge (2009).

range of options. In addition, traditional models assume
that consumers are not influenced by seemingly irrelevant
factors such as the behavior of others, or the way that the
choice set is presented.

However, significant empirical work (and indeed, most
people’s lived experiences) demonstrate that this is not the
case. Behavioral economics aims to more accurately model
human behavior, by recognizing that decision making is of-
ten subject to a series of biases and heuristics, which cause
consumers to act in ways that consistently defy traditional
models. Rather than assuming perfectly rational behavior,
behavioral economics instead assumes that behavior is
guided by “bounded rationality” — that is, rational behavior
within certain constraints.>* Below are three examples of
behavioral biases that can affect consumer behavior when
engaging with technology.

A. Ordering Effects

A common bias that drives behavior is the primacy bias -
we tend to recall (and often favor) the information that is
presented to us first. This can lead to better recall of the first
ad in a set of ads,® or favoring candidates at the top of an
election ballot.® This tendency persists, and may even be
stronger, when online or interacting with technology - a re-
view by the UK Competition and Markets Authority (“CMA”)
concludes that the tendency of those searching online to
disproportionately select the top results is, in part, driven by
the order in which they are presented.” This trend is con-
sistent across search engines and digital comparison tools,
with the first three links accounting for 40-65 percent of to-
tal clicks on desktop devices and more than 70 percent of
total clicks on mobile devices.® Importantly, it appears that
this is not driven by the relevance of these links; it is due to
their position on the page - when the order of the links was
randomly changed in one study, consumers were still more
likely to click on the top three links.®
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B. Choice Overload

Although people may claim to express a preference for
more options, the reality is that in practice people ultimate-
ly prefer to choose from a smaller set.™® Indeed, too many
choices can be overwhelming, leading to poorer choices or
not making any choice at all."" When dealing with technol-
ogy or operating online, consumers face an almost unfath-
omable number of options when looking to make a choice,
and so often fall back on mental shortcuts. This can mean,
for example, that consumers are more likely to rely on brand
familiarity, rather than product features, when making a
choice online. 2

C. Framing Effects

Changing the way that information is presented can heav-
ily influence the way a decision is made, even though the
underlying information stays the same. Beyond the basic
presentation of options, there is contextual information that
firms can present that inform consumer perception of the
options and market as a whole. Some of these are mar-
keting techniques that provide certain information which
is true, but highlights certain features. For example, many
travel websites will seek to motivate consumers to purchase
by highlighting that there are a limited number of rooms or
seats left at a particular price (even though there may be
many rooms or seats available at other prices). This is de-
signed to not only create a sense of scarcity, but also seeks
to exploit our desire to see social proof that others are mak-
ing similar choices to us.

WHY BEHAVIORAL
ECONOMICS MATTERS FOR
TECHNOLOGY REGULATION

Behavioral economics is an important concept for any
policy or regulatory environment, but it is particularly rel-
evant for technology and online behaviors because there
is substantial evidence that many behavioral biases are
exacerbated online or when using a screen. For example,
multiple studies have shown that consumers have poorer
comprehension when reading information on a screen as
opposed to on printed paper'®'* — even when the studies
feature modern screens that are often of higher quality than
some printed materials. Hence, if consumers are absorb-
ing information poorly, they may be more likely to rely on
behavioral biases.

Similarly, the excess of choices available online means that
choice overload is far more likely, and there is evidence that
consumers are much more sensitive to small “frictions” in
a process,'® such that they will generally only tolerate very
low search costs (much lower than in offline environments).
Indeed, smaller screens mean that the top few links are
even more valuable, and there is some evidence that con-
sumers are even less likely to scroll down to lower parts of
the results page when viewing on a mobile phone.®

More broadly, consumers may be more likely to spend
money on products through technology or online - evi-
dence shows that consumers are more likely to spend, and
to spend more, when they are using digital payment meth-
ods (as compared to using physical cash)."”” Psychologi-
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cally, consumers have an aversion to parting with cash, as
the “pain” of spending is more real - however, when paying
through digital methods that “pain” does not exist, and in
fact even the cost may be deferred if the consumer uses a
credit card.®

Hence, there are a broad range of ways that technology and
online interactions can lead to detrimental consumer out-
comes, often more so than in other contexts. As such, it is no
accident that regulators are increasingly taking a keen interest
in the ways in which behavioral economics influences consum-
er behavior with regards to technology, but also when thinking
about potential interventions and regulatory measures.

HOW BEHAVIORAL
ECONOMICS IS BEING
APPLIED TO TECHNOLOGY
REGULATION

A number of recent activities by regulators have been clearly
driven by an understanding of behavioral economics. Some
behavioral economists have highlighted the emerging con-
cepts of “sludge” - essentially, using behavioral concepts
to make certain behaviors more difficult to complete. When
used by technology or online firms, this is often referred to
as “dark patterns.” The classic example in an online context
is the asymmetry between subscription and cancellation -
the subscription process is made to be easy to find and
as streamlined free as possible. In contrast, the process to
cancel is typically far more hidden, more complex, and can
even involve extra effort such as calling during certain hours
or filling out a detailed form.

These frictions in the cancellation process are deliberate -
even the friction involved in canceling just a trial subscrip-
tion is enough to discourage many people. This is strikingly
illustrated in a natural experiment following a 2007 U.S.
Federal Trade Commission (“FTC”) decision to close down
a company charging ongoing fees for worthless subscrip-
tions. Customers enrolled for more than six months before
the ruling were required to take action (by mailing a form
or making a phone call) to cancel their memberships, while
more recent customers were told their subscriptions would
be canceled, unless they took action for their subscriptions
to continue. Cancellations increased from 63.4 percentage
points among those required to take an action, to 99.8 per-
cent among those who were required to do nothing.™

A number of regulators have already flagged this and other
examples of dark patterns as a specific concern - for ex-
ample, the Australian Consumer and Competition Commis-
sion’s recent Digital Platform Services Inquiry specifically
identified a number of dark patterns, such as the difficulty
of canceling paid subscriptions and managing privacy set-
tings.2® Similarly, the FTC recently issued an enforcement
policy statement that warned companies against using il-
legal dark patterns, after having conducted a number of re-
lated enforcement activities.?!

Perhaps the most notable jurisdiction to take action, how-
ever, is Germany, where the recent Fair Consumer Con-
tracts Act (“FCCA”) made significant changes to the way
that consumers interact with online subscriptions. To com-
bat the impact of cancellation frictions, the FCCA includes
a provision that requires cancellation of subscriptions to be
possible in effectively two clicks - the link to the cancel-
lation page must be prominently displayed and clearly la-
beled. On this page, the FCCA specifies what information
the business can collect (including a means of identification
and reasons for termination), and that there must be a con-
firmation button that is clearly labeled and allows consum-
ers to cancel once clicked.??

However, the law goes beyond just cancellations. Recog-
nizing that inertia — the tendency to stick with the status quo
— is one of the most powerful forces that drives behavior,
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the new law also prohibits automatic extensions of a year
after the first two years. Instead, contracts can be extended
indefinitely, with consumers having the right to cancel with
notice of no more than one month. Alternatively, firms can
enter into a new contract or gain express permission to ex-
tend the contract by a further year.?®

This targets firms that rely on inattentive or busy consumers
who may forget to cancel a subscription in time, and then
find themselves stuck paying for another year of a contract
that they were not interested in. In this situation, it is not
uncommon for consumers to continue the subscription as
they believe the money will be “wasted” otherwise (an ex-
ample of a behavioral bias known as the sunk cost fallacy)*
- only to forget to cancel before the next renewal. Now, con-
sumers can opt out of a subscription after two years with
just a month’s notice.

Other regulators have considered issues beyond dark pat-
terns, and focused on behavioral economics tactics that
could be considered misleading or deceptive. The CMA has
previously taken action against travel booking websites,
specifically focusing on some of the framing issues dis-
cussed above. Some of the practices that the CMA focused
on included highlighting that other consumers were looking
at the same hotel (even though they may be searching for
different dates), strategically placing sold out hotels within
search results to create a sense of urgency and scarcity, and
promoting discounts that included comparisons with prices
that weren’t relevant to a customer’s search (for example,
comparing a weekend room rate with a weekday room, or
comparing the price of luxury suite with a regular room).2

These ) frictions in the cancellation process are
deliberate - even the friction involved in cancel-
ing just a trial subscription is enough to discour-
age many people
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WHAT THE FUTURE COULD
HOLD

There are many potential avenues for regulators to incorpo-
rate behavioral economics into the way that they regulate
technology firms. A recent report from the Behavioral In-
sights Team covering online harms and manipulations lists
a number of potentially behaviorally informed interventions
to combat the issues discussed above, as well as a wider
range of technology challenges.?® Below, we highlight a
small sample of some of the potential directions that regu-
lators might take.

A. Symmetry by Default

Similar to the approach taken in Germany, it is likely that
more regulators will scrutinize subscription services more
closely. We would expect that the overarching principle that
“it should be as easy to cancel as it is to subscribe” will be
applied more widely - whether for mailing lists, subscrip-
tions or just engaging in a platform generally. This could
be done through prescriptive regulation setting out exactly
how it is to be operationalized, but could also be done with
a more principled approach. Regardless, technology firms
will need to invest effort in ensuring that their cancellation
processes are easy and low-friction (and in some cases,
may need to actively undo deliberate frictions that they
have introduced).

B. Broader Choice Architecture Changes

Building on the concept of making cancellations as easy as
subscriptions, it is also likely that regulators will consider
the broader choice architecture of online environments. For
example, another area where dark patterns seem apparent
is with respect to control over personal data and settings on
online platforms. It can be notoriously difficult to find and
adjust settings for privacy and data sharing, with the pro-
cess often changing. We have already seen regulators take
action in this space — the EU’s General Data Protection Reg-
ulation sets out detailed rules and regulations for how data
is to be handled, and similar provisions have already been
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adopted in several U.S. states.?”? In future, more jurisdic-
tions are likely to take up similar regulations, and regulators
might consider specifying exactly the type of information
that should be available to consumers, how it needs to be
presented, and how easily consumers can change settings
(similar to the requirements for cancellation process in Ger-
many being no more than two clicks away).

C. Using Data to Predict Vulnerability

In a number of different regulated markets, there is an ex-
pectation that firms will treat consumers who are vulnerable
or in hardship with extra care. For example, it is common to
have requirements for utilities or financial services providers
to take extra care for potentially vulnerable consumers. A
similar regime could be applied to online behaviors and in-
teractions with technology. For example, it is trivial for firms
to identify if a consumer is spending large sums on gam-
bling sites, consistently shopping online at odd hours, or
showing addictive patterns of behavior. Indeed, many differ-
ent technology firms will potentially be able to identify this
behavior - banks, retailers, search engines, and arguably
even social media platforms. However, at the moment, none
of them have any obligations to identify these behaviors,
nor to take any corrective action (indeed, some businesses
arguably have an incentive to do the opposite). In future,
technology firms and those that operate online might be re-
quired to take more active steps where harmful behavior is
identified - for example, banks might prompt consumers to
set up spending blocks, websites might prompt consumers
to use self-exclusion tools, and search engines and plat-
forms could promote results and links that help consumers
combat negative behaviors.

Note, this does raise some ethical and privacy issues - who
should decide when to intervene, and how? How will it be
overseen? What is the threshold for intervention? These is-
sues will also need to be explored and addressed.

D. Increasing Use of Online Testing

More innovation in the way that regulators work is likely to
come as well. Regulatory experimentation and testing, us-
ing behavioral economics concepts and applying rigorous
evaluations, are already common in other policy areas (for
example, financial regulation). Regulators will conduct ex-
periments in the field or using panels of consumers to test
potential interventions. Given the target for tech regulation,
however, online testing is a particularly useful tool — it can be
used to mock up online environments and test the impacts
of small changes and behavioral economics interventions.
For example, similar experiments have already been used
to test whether behaviors can be shifted for gamblers,?
consumers using online shopping platforms,® or just indi-
viduals reading terms and conditions.®' In future, regulators
are likely to take more active steps to test interventions in
simulated environments before rolling them out to technol-
ogy firms, especially if technology firms are uncooperative
when it comes to testing regulatory interventions on their
platforms.

CONCLUSION

Behavioral economics has become a core part of many reg-
ulators’ and policymakers’ toolkits over the past decade,
with jurisdictions across the world incorporating insights
into their work. Many technology firms have also already
incorporated behavioral economics concepts into their op-
erations, either explicitly or implicitly - concepts such as
manipulating frictions, using ordering and framing effects,
and designing the choice architecture to encourage certain
behaviors are all, at their heart, rooted in behavioral eco-
nomics.
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We have already seen regulators take action where they see
clear behavioral harms and poorly designed choice archi-
tectures. As regulators and consumers become more aware
of the impact that behavioral economics concepts can have
on our behavior, especially online, it is likely that this focus
on behavioral economics will grow further, and that regu-
lators will start to look more closely at potential behavioral
barriers or enablers when making regulatory decisions.

We' have already seen regulators take action
where they see clear behavioral harms and
poorly designed choice architectures
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