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Businesses continue to migrate IT functions to 
the cloud at a rapid pace. One estimate predicts 
cloud services will grow by more than 20% this 
year.2 Moving computing, storage, networking, 
and other IT functions to the cloud is more 
attractive than buying and managing hardware 
or software only to see it become obsolete or 
insecure within a few years. And, especially in 
the era of Big Data and AI, the need to be able 
to “scale up” makes the cloud even more 
compelling.  

The problem is that the cloud is dominated by a 
trio of Big Tech companies. Amazon (AWS), 
Microsoft (Azure) and Google (Google Cloud) 
represent about 65% of the worldwide market.3 
And there are no signs the market is becoming 
less concentrated.   

For years, concern has grown about “lock-in” in 
the digital economy.4 Lock-in occurs when the 
high cost of switching from one provider of 
technology to another effectively locks users 
into their current provider.5 It is one of the most 
persistent issues customers (and consumers) 
have faced with the Big Tech giants.6 
Encouraging lock-in is attractive to Big Tech 
because it is profitable and applies across many 
digital products and services, including the 
cloud. Besides causing headaches to 
consumers, lock-in also makes it harder for new 
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or emerging companies to enter, compete, or 
expand in a market. New companies run into the 
same problem as customers if switching 
providers is difficult.   

Through a combination of technological and 
contractual means, AWS, Microsoft, and Google 
make it difficult, expensive and burdensome for 
customers to switch between cloud providers, or 
to move work back and forth between the public 
cloud and their own data centers (or “private 
clouds”).7 

Ideally, businesses should be able to obtain the 
benefits of a more competitive cloud market 
without customer lock-in.   

There are potentially three paths to this goal: 
legislative, regulatory and market-based. The 
ACCESS Act, one possible legislative solution 
to Big Tech lock-in, died in the last Congress 
amid a flurry of lobbying activity.8 The ACCESS 
Act would have required large tech companies 
to ensure data portability and interoperability.9 
Problems with related legislation in Europe may 
run deeper: the proposed European Data Act 
takes analytical shortcuts, particularly in 
attempting to apply the concept of “equivalence” 
to cloud services. Paradoxically, as Professors 
Sean Ennis and Ben Evans have pointed out, 
the EU Data Act as currently structured is likely 



 

 
2 

 

to harm innovation and product variety in the 
European cloud market.10 

On the regulatory front, the Federal Trade 
Commission (FTC) is just starting to focus on 
lock-in by large cloud providers as a competitive 
concern. It recently launched a Request for 
Information aimed at examining market power 
and business practices in the cloud (as well as 
data security issues).11 Across the Atlantic, 
British telecom regulator Ofcom has also 
assessed lock-in.12 It has cautioned that 
competitive concerns in the cloud market are 
likely to get worse: “Looking ahead, we think 
there is a significant risk that the market 
becomes more concentrated as it matures, with 
less intense competition between the leading 
players.”13 

As for market-based solutions, the prospect of 
“multi-cloud” or “hybrid-cloud” strategies, by 
which enterprises move data and run workloads 
on different environments (such as on a private 
cloud or various public clouds) offer arguably 
the greatest potential for enhancing competition 
and innovation while reducing lock-in. However, 
any increase in competition in the cloud 
marketplace rests primarily on the rise of 
architectures and tools that provide enterprises 
with the ability to run workloads and move data 
easily and efficiently on and across different 
platforms. And to state the obvious: the 
dominant cloud providers have little interest in 
enabling such architectures, which might 
become a significant competitive threat. 

VMware is one of the companies that creates 
“virtualization” software, which acts as hardware 
and underpins businesses’ use of and 
enthusiasm for the cloud.14 VMware has the 
potential to counteract the lock-in power of the 
largest public cloud companies and to facilitate 
a more competitive environment in the cloud 
through its core virtualization technology, multi-
cloud tools, and cloud-native software. 
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Together, these capabilities could result in a 
compelling offering for a software-defined on-
premises data center or private cloud, as well as 
capabilities that enable enterprises to choose 
which environments are best to run different 
workloads. However, that potential has not been 
realized, in part because VMware’s constituent 
products use different interfaces and are 
released on different cycles. These problems 
prevent VMware from competing more 
effectively with the dominant cloud companies. 

Broadcom’s planned acquisition of VMware 
would be transformative for Broadcom, which 
will move from being predominantly a hardware 
company to one that creates both hardware and 
infrastructure software. It will also be beneficial 
for VMware, as Broadcom has announced plans 
to invest billions of dollars strengthening 
VMware’s R&D and customer support.15 To 
state what is perhaps obvious, if you are going 
to go after the combined resources and know-
how of Amazon, Microsoft, and Google, you had 
better be prepared to invest the time and money 
for a big fight.   

Coupling VMware’s virtualization software with 
Broadcom’s vision and planned multi-billion-
dollar investment would make private data 
centers and private clouds more viable options 
for customers and improve workload mobility. 
This has two important benefits.   

First, it will enhance the ability of enterprises 
and their IT departments to implement multi-
cloud architectures whereby they can more 
effectively source cloud capacity from multiple 
vendors. This will increase competition within 
the public cloud where Big Tech dominates. 
Notably, it also aligns well with thinking within 
the U.S. government: the Department of 
Defense is looking to several cloud providers to 
build different capabilities that will have to 
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interoperate as a multi-cloud system.16 The 
same can be said for the European Union and 
its member states, which will need multi-cloud 
systems to make their investments in sovereign 
clouds viable.17 

Second, the planned investment would help 
VMware develop software tools for customers to 
better move data across data centers and 
different cloud environments. This would in turn 
make it harder for large cloud providers to lock 
in customers, thereby creating greater customer 
choice and forcing the providers to compete and 
innovate to maintain or grow their customer 
base. Companies wishing to use a platform-
agnostic, hybrid strategy will have improved 
alternatives. And there is evidence that many 
companies prefer a hybrid strategy and would 
implement one if they could.18 

As the FTC and other competition authorities 
review Broadcom’s proposed acquisition of 
VMware, they should center on the question of 
whether and how the deal would positively affect 
VMware’s ability to further competition with and 
between major cloud providers. This is 
consistent with Chair Khan’s call for a more 
holistic approach to identifying competitive 
harm.19 

It is also worth thinking about the alternatives if 
Broadcom doesn’t end up acquiring VMware. 
There are four scenarios. First, VMware 
remains a standalone company, without the new 
investments needed to drive innovation in its 
own products and in the cloud marketplace. 
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Second, a private equity firm buys it—and 
nothing really changes since VMware is already 
owned in part by private equity. Third, one of the 
major cloud providers buys it, reducing 
VMware’s incentive to be agnostic between 
cloud providers and removing it as a threat. 
Fourth, a hardware company buys it—perhaps 
one that makes the CPUs or GPUs that VMware 
runs on, creating competitive problems similar 
to NVIDIA/Arm, a deal terminated after the FTC 
filed a complaint to challenge it.20   

None of these alternatives would result in 
increased market-based competition in the 
cloud, and several would reduce competition. 

In contrast, the risk of harm to competition from 
Broadcom acquiring VMware is quite small, if 
not nonexistent. This is arguably a vertical 
acquisition—Broadcom does not create or sell 
virtualization software—so the main antitrust 
concern is whether the buyer could engage in 
“vertical foreclosure.” But for foreclosure to be a 
concern, a combined Broadcom/VMware would 
need to have the incentive and ability to 
foreclose its rivals. The strategy would need to 
be profitable, and a significant percentage of the 
market would need to be foreclosed.21  

Broadcom makes some of the hardware 
components for data centers that are 
inexpensive and relatively low margin compared 
to VMware’s more profitable virtualization 
technology. VMware has competitors and has 
been losing share to the public cloud. These 
dynamics suggest that a foreclosure strategy 
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would not be profitable, and that Broadcom 
would lack the incentive and ability to engage in 
such a strategy. For a stark contrast, consider 
the FTC’s Opinion and Order in Illumina/Grail, 
which nicely illustrates what vertical foreclosure 
looks like.22 

In conclusion, the Broadcom/VMware 
combination would effectively create an entrant 
in the cloud market at a time when the FTC and 
other competition authorities are scrutinizing 
lock-in by large cloud providers as a competitive 
concern in that market. A stronger VMware, 

backed by Broadcom’s planned investment, 
would be better positioned to compete with 
Amazon, Microsoft, and Google, and to provide 
customers with greater choice and flexibility. It 
is a potentially transformative transaction, in a 
good way.  

 

 

Disclosure:  Broadcom is a current client of Mr. 
Grunes’s law firm, Brownstein Hyatt Farber 
Schreck.
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